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What is assessment?
Definition of assessment:
The action or an instance of making a
judgment about something

Source: https://www.merriam-webster.com/dictionary/assessment

What is risk?
• A probability or threat of damage, injury, loss, or any other negative
occurrence that is caused by external or internal vulnerabilities, and
that may be avoided through pre-emptive action.
• An uncertain event or set of events which, should it occur, will have
an effect on the achievement of objectives; a risk is measured by a
combination of the probability of a perceived threat or opportunity
occurring and the magnitude of its impact on objectives.

Source: Risk Definition - What is risk? https://www.stakeholdermap.com/risk/risk-definition.html

What is risk?
SIMPLE?
Risk is a negative event that can
prevent the achievement of the
objectives.

Objectives
Risk management is a structured process where managers:
• Examine likely future events and the risks and opportunities
these represent to the achievement of the organization’s
objectives
• Determine and implement risk management actions e.g.
control activities
No one can assess risk, if objectives are not clear (SMART)

Risk Management Process
Define & Assess

Mitigate

Monitor

Report

Define and assess the
risks

Develop and execute
the mitigation plans

Develop and execute
annual monitoring
plan

Report to review
status

Principles for an Effective Risk Assessment

Senior leadership
Have the full support
and commitment from
the senior management

Be comprehensive
Taking account of all
activities of the
business which may
create significant risk.

Document
in a way to demonstrate
that an effective risk
assessment process
has been carried out.

Involve right people
To ensure complete
overview of the
business, its risks and
controls.

Be detailed
Identify and describe
risks in appropriate
detail.

Re-Assess
in the event of
significant changes
affecting the business.

Evaluate
Evaluate risks by
reference to a realistic
assessment of impact
and risk control.

Prioritize risks
To the extent that this is
practical and
meaningful.

Communicate
Communicate and
design the risks
effectively.

* Adapted from: Will Kenyon, Transparency International UK, Diagnosing Bribery Risk “Guidance for the Conduct of Effective Bribery Risk Assessment”, July 2013

Ask the right questions…
Policies & Procedures
Are policies and procedures in
place to appropriately manage
these risks?

Controls & Monitoring
How effective and efficient are
the current controls in these risk
areas?

Who “owns” these policies and procedures?
Are they accessible and easy to find?
Are they regularly reviewed/updated?
How are they communicated? Are relevant
associates trained?

Who is the owner of the control and are they
aware of their accountability?
Does monitoring take place? What type of
monitoring actions do you undertake?
Who and how does the monitoring?
What are the consequences for failure to
remediate?

Remediation
How are remediation activities
executed and who owns them?

How frequently do you check on the status of the
remediation activities?

Ask more!
In setting strategy and executing the business objectives
and priorities for your function: Is there an assessment of
where, why, and how are risks likely to occur? Do you
have the right functions at the table to assess these risks
and what could be the possible impact?

What laws,
regulations,
codes exist in
your market? Do
gaps exist
between those
and your
processes? How
do you know?

Who is involved in these
activities? Who are the
stakeholders? (e.g. 3rd parties
used? Other business
partners?)

Did you budget to manage risks and
routinely monitor compliance for these
activities?

Do you have systems that support these
activities or are they manual processes? If
manual, what governance or controls, if
any, exist?

How is evidence regarding these
controls kept? What is done with
the results?

If audit were to audit this area today,
what observations would they raise?
Do you look beyond the example to
see if similar issues exist or if this is
an isolated incident?

What could happen if the risk
materializes? What is the
impact in terms of financial,
regulatory / legal, operational,
reputational consequences?

Do these activities pose a risk?
What controls are in place to
effectively manage these risks &
who owns them?

Do you assess internal and external
risk environment and check to see if a
similar event could occur within your
organization?

Do you openly discuss findings
and assess the root causes?

Risk rating
Example from Novartis

RISK IMPACT - evaluates what

RISK CONTROL - risk that a

RISK RATING

the consequence is to the
company if the risk becomes a
reality in terms of reputation,
legal/regulatory actions and loss of
sales. Not all risks have the same
impact to the company.

control will fail either to prevent or
to detect some event that has an
adverse effect on the achievement
of objectives. It evaluates the
strength of the control in place
for the risks identified.

Will help you decide the severity of
your risks and to find what to focus
on during the monitoring activities.

1 – Very low

×

1 – Very Good

2 – Low

2 – Good

3 – Medium

3 – Minor Gaps / Medium

4 – High

4 – Gaps / Low

=

On a scale from 1 to 16

Example
Wells Fargo

TimeLine Layout
Case
revealed

Millions of unauthorized
bank and credit card
accounts created by
employees.
$185 million fine.
5,300 employees fired.

2016

DoddFrank

Cars
scandal

Accused of illegally
repossessing service
members' cars.
$24 million to settle
charges.
413 cars taken
without a court order.

New
findings

Federal
Reserve

Punished by federal
regulators for failing to
comply with certain
provisions of DoddFrank, the post-2008
law meant to better
regulate big banks and
protect consumers.

Worker retaliation.
Accused of modifying
mortgages. Wrongly fined
mortgage clients.
Charged at least 570,000
customers for double insurance.
Sued for ripping off small
businesses.
Total number of fake accounts
3.5 million.
Sold dangerous investments.
Illegally repossessed more cars.

Bank won't be
allowed to grow its
assets until they
clean up its act.
They also agree to
overhaul its board
of directors.
$1 billion
settlement with fed.
regulator

2016

2017

2018

2016

Source: http://money.cnn.com/2018/02/05/news/companies/wells-fargo-timeline/index.html

What went wrong?
Steven Minsky, CEO of LogicManager, and coauthor of the RIMS Risk Maturity Model
„Wells Fargo has suffered the consequences of repeat
scandals since 2016. (...) the bank agreed to a $1 billion
settlement with federal regulators who have cited their
lack of effective risk management practices as the root
cause of their woes.”

Objectives? Are they SMART?
Attainable?
“Failed to establish an enterprise-wide sales practices
oversight program to prevent and detect unsafe or
unsound sales practices, or mitigate the risks resulting
from such sales practices.”

What are the consequences?

People

Management

Reputation

Money

Wells Fargo says 5,300 employees were fired for related
reasons.
Carrie Tolstedt, who headed the division that created the
fake accounts, steps down and forfeits some pay.
The long-time CEO of Wells Fargo – John Strumpf was
forced to leave and the board of directors.

Former executives are asked for money back. The bank
claws back $75 million from two former executives for
their roles in the fake accounts scandal, including another
$28 million from former CEO John Stumpf.

Top federal banking regulator severely downgrades Wells
Fargo's community lending rating. The Federal Reserve
punishes Wells Fargo.
Negative media coverage.

Decline in stock value – 14%
One billion $ settlement with federal regulators.

What are the risks of assessing risk?

What can we
conclude?

Risks of assessing risks?

No support of senior
leadership.

Not taking into account
all activities which may
create significant risk.

Documentation is not
enough to prove the
conduction of risk
assessment.

The right people are not
involved and trained.

Risks are not identified
and described in
appropriate detail.

Re-assessment was
not done when
significant changes
occurred.

Evaluation is not
realistic.

The risks are not
prioritized in a practical
and meaningful way.

Risks are not
communicated and
designed effectively.

* Adapted from: Will Kenyon, Transparency International UK, Diagnosing Bribery Risk “Guidance for the Conduct of Effective Bribery Risk Assessment”, July 2013

Thank you
Questions?

